[bookmark: _GoBack]Phishing (pronouced fishing) is becoming one of the fastest growing scams.   It usually involves someone calling you on the phone or sending you an emial to coax you into providing personal information which the perpetrator can then use to steal money from you. How to avoid being a victim of Phishing.
1. Never reply to emials requesting personal information.  Legitimate financial institutions NEVER send out emials requesting personal information.   If you think about it, they already have this information so why would they ask you to “Confirm it”.
2. Never respond to blind phone calls or letters requesting any type of “confirmation” of personal information.  Be especially leery of calls from your credit card’s security department asking for your credit card number.  Security departments do call customers to verify purchases they seem to be outside what they deem to be normal for a specific customer.   But they will already have your credit card number and should not ask for it.   Also do not provide them the security code on the reverse side.   Thieves who get you card number will attempt to get your security code that is now required by many online sites.   A legitimate security department  may provide you a date, retailer’s name and charge amount and it is ok for you to answer yes or no if you incurred that charge but don’t provide credit cards numbers, pin numbers, passwords etc.  If in doubt, call the customer contact number on your credit card statement and ask to talk to the Security or Fraud department. Never give anyone your password or PIN number over the phone.  The company already has these numbers.  Most companies forbid their employees from asking for or knowing customer passwords. This line does not belong in this document.
3. If you receive a letter or emial asking you to update information from a company with whom you do business with, don’t call the number in the letter or emial.  The phone number they provide may be part of the scam. If you want to verify the legitimacy of the request, get the phone number from your last bill or look it up in the phone book.  An example of a legitimate request is an annual letter from your health insurer asking you to verify that your dependents are still eligible for coverage.  Still, don’t assume the request is legitimate without first checking it out.
4. If you receive an emial from someone (like your Internet Service Provider) asking you to open or run an attachment, don’t do it no matter how good the explanation sounds.  If you think you received an attachment from a legitimate company, contact the company using a phone number from a bill or the phone book before you open or run the attachment.  Don’t go to the website identified in an emial.

